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Executive Summary

In today’ s high-speed electronic markets, trading is widely dispersed across a variety of
market centers, including exchanges, alternative trading systems (“ATSs"), such as dark pools
and electronic communication networks (“ECNS’), and over-the-counter broker-dealers acting as
market makers or block positioners. In their capacity as SROs, the Financial Industry Regulatory
Authority (“FINRA™) and some of the exchanges currently maintain their own separate audit
trail systems for certain segments of this trading activity, which vary in scope, required data
elements and format. In performing their market oversight responsibilities, SRO and
Commission staffs today must rely heavily on data from these various SRO audit trails.

As discussed more fully in part 11.A below, there are shortcomings in the compl eteness,
accuracy, accessibility, and timeliness of these existing audit trail systems. Some of these
shortcomings are aresult of the disparate nature of the systems, which make it impractical, for
example, to follow orders through their entire lifecycle as they may be routed, aggregated, re-
routed, and disaggregated across multiple markets. The lack of key information in the audit
trails that would be useful for regulatory oversight, such as the identity of the customers who
originate orders, or even the fact that two sets of orders may have been originated by the same
customer, is another shortcoming.

Though SRO and Commission staff also have access to sources of market activity data

other than SRO audit trails, these systems each suffer their own drawbacks. For example, data



obtained from the electronic blue sheet (“EBS’)* system and equity cleared reports® comprise
only trade executions, and not orders or quotes. In addition, like data from existing audit trails,

data from these sources lacks key elements important to regulators, such as the time of

EBSs are trading records requested by the Commission and SROs from broker-dealers
that are used in regulatory investigations to identify buyers and sellers of specific
securities. See Securities Exchange Act Release No. 44494 (June 29, 2001), 66 FR
35836 (July 9, 2001) (File No. S7-12-00) (adopting Rule 17a-25). See also Securities
Exchange Act Release Nos. 26235 (November 1, 1988), 53 FR 44688 (November 4,
1988) (approving the Chicago Board Options Exchange's (“CBOE”) rule for the
electronic submission of transaction information); 26539 (February 13, 1989), 54 FR
7318 (February 17, 1989) (approving the National Association of Securities Dealers
(n/k/aFINRA) rule for the electronic submission of transaction information); and 27170
(August 23, 1989), 54 FR 37066 (September 6, 1989) (approving the Philadel phia Stock
Exchange’'s (n'k/aNASDAQ OMX PHLX LLC) (*PhIx”) rulefor the electronic
submission of transaction information).

To partially address some of the current limitations of the EBS system, and to provide the
Commission, in the short term, with more detailed and timely trade information for large
traders, the Commission recently adopted new Rule 13h-1 concerning large trader
reporting. See Securities Exchange Act Release No. 61908 (July 27, 2011), 76 FR 46960
(August 3, 2011) (“Large Trader Release”). Rule 13h-1 requires “large traders’ to
identify themselves to the Commission and make certain disclosures to the Commission
on Form 13H. Asadopted, Rule 13h-1 requires certain broker-dealers to capture and
report through EBS the time of execution for any trade involving alarge trader and a
Commission-issued large trader identifier that identifies the large trader. See also Section
I1.A.3., infra

On April 20, 2012, the Commission, among other things, extended the time by which
registered broker-dealers were required to comply with Rule 13h-1 to alow broker-
dealers additional time to develop, test, and implement enhancements to their
recordkeeping and reporting systems as required under Rule 13h-1. See Securities
Exchange Act Release No. 66839, 77 FR 25007 (April 26, 2012) (Order Temporarily
Exempting Broker-Dealers From the Recordkeeping, Reporting, and Monitoring
Reguirements of Rule 13h-1 Under the Securities Exchange Act of 1934 and Granting an
Exemption for Certain Securities Transactions) (“Large Trader Extension”).

The Commission uses the National Securities Clearing Corporation’s (“NSCC”) equity
cleared report for initial regulatory inquiries. Thisreport is generated on adaily basis by
the SROs and is provided to the NSCC in a database accessible by the Commission, and
shows the number of trades and daily volume of all equity securitiesin which
transactions took place, sorted by clearing member. The information provided is end-of -
day data and is searchable by security name and CUSIP number.
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execution, and, in the case of equity cleared reports, the identity of the customer. Furthermore,
recent experience with implementing incremental improvements to the EBS system has
illustrated some of the overall limitations of the current technologies and mechanisms used by
the industry to collect, record, and make available market activity data for regulatory purposes.

The Commission therefore believes that the regulatory data infrastructure on which the
SROs and the Commission currently must rely generally is outdated and inadequate to
effectively oversee a complex, dispersed, and highly automated national market system. In
performing their oversight responsibilities, regulators today must attempt to cobble together
disparate datafrom avariety of existing information systems lacking in completeness, accuracy,
accessibility, and/or timeliness —amodel that neither supports the efficient aggregation of data
from multiple trading venues nor yields the type of complete and accurate market activity data
needed for robust market oversight.

To address this problem and improve the ability of the SROs and the Commission to
oversee the securities markets, on May 26, 2010, the Commission proposed Rule 613, with the
goal of creating a comprehensive consolidated audit trail® that allows regulators to efficiently and
accurately track all activity in NMS securities throughout the U.S. markets. As proposed — and

summarized in part |1.B below — Rule 613 required SROs to jointly submit an NMS plan® that

See Large Trader Extension, supra note 1.

4 See Securities Exchange Act Release No. 62174 (May 26, 2010), 75 FR 32556 (June 8,
2010) (“Proposing Release”). The comment fileis on the Commission’s website at:
http://www.sec.gov/comments/s7-11-10/s71110.shtml.

In this release, “ consolidated audit trail” means both a system capable of capturing a
complete record of all transactions relating to an order, from origination to execution or
cancellation, and the complete record for an order generated by such a system, asthe
context may require.

NMS plan is defined in Rule 600(b)(43) to mean “any joint self-regulatory organization
plan in connection with: (i) [t]he planning, development, operation or regulation of a
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would govern the creation, implementation, and maintenance of a consolidated audit trail,
including a central repository to receive and store consolidated audit trail data. 1n the proposed
Rule, the Commission specified many requirements that the NM S plan, and by extension the
consolidated audit trail, must meet, ranging from details of the data elementsto be collected, to
the timing of data transmissions, to specific standards for data formatting.

Among its various requirements, the proposed Rule mandated that the NM S plan
developed by the SROs must in turn require each SRO and its members to capture and report
specified trade, quote, and order activity in all NMS securities’ to the central repository in real
time, across all markets, from order inception through routing, cancellation, modification, and
execution. The proposed Rule also mandated that the NM S plan require the creation of unique
order identifiersto facilitate the ability of regulatorsto view cross-market activity, as well as
unique customer identifiers to enhance the ability of regulators to reliably and efficiently identify
the beneficial owner of the account originating an order or the person exercising investment
discretion for the account originating the order, if different from the beneficial owner.

The Commission received 64 comment |etters from 56 commenters in response to the

proposed consolidated audit trail representing a wide range of viewpoints, as summarized in part

national market system (or a subsystem thereof) or one or more facilities thereof; or (ii)
[t]he devel opment and implementation of procedures and/or facilities designed to achieve
compliance by self-regulatory organizations and their members with any section of
[Regulation NMS] .. ..” 17 CFR 240.600(b)(43). Such NMS plan may be subject to
modification prior to approval by the Commission pursuant to Rule 608 of Regulation
NMS, asdiscussed in Section I11.C.2.av., infra

“NMS security” is defined in Rule 600(a)(46) of Regulation NM S to mean “any security
or class of securities for which transaction reports are collected, processed, and made
available pursuant to an effective transaction reporting plan, or an effective national
market system plan for reporting transactions in listed options.” 17 CFR 242.600(a)(46).
NMS stock is defined in Rule 600(47) to mean “any NM S security other than an option.”
17 CFR 242.600(a)(46). A listed option is defined in Rule 600(a)(35) of Regulation
NMS to mean “any option traded on aregistered national securities exchange or
automated facility of anational securities association.” 17 CFR 242.600(a)(35).
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11.C below.® The commentersincluded national securities exchanges, a national securities
association, technology providers, academics, broker-dealers, organizations representing industry
participants, individual investors, and members of Congress.” Of the comment letters received,
13 expressed support for the proposal;'° 36 expressed support, but suggested modifications to
certain provisions of the proposal;* five solely suggested modifications to the proposal;*? two
opposed the proposal;* and seven neither supported nor opposed the substance of the proposal .
Concerns raised in these comment lettersincluded: (1) the appropriateness of real-time reporting

of required data to the central repository;™ (2) the scope of the required data elements, including

See Exhibit A for acitation key to the comment |etters received by the Commission on
the proposed rule. The Commission also received four comment letters that do not
address the substance of the consolidated audit trail proposal. See Ericson Letter;
Kondracki Letter; Grady Letter; Deep Liquidity Letter.

The Commission notes that, in some cases, commenters fell into more than one such
category.

10 See Vannelli Letter; Beach Letter; Foothill Letter; Green Letter; Wealth Management
Letter; McCrary Letter; Anastasopoulos Letter; Triage Letter; FTEN Letter; Middle
Office Letter; Correlix Letter; Lettieri Letter; Bean Letter.

1 See ICl Letter; Thomson Reuters Letter; Scottrade Letter; Liquidnet Letter;
FINRA/NY SE Euronext Letter; BOX Letter; Nasdag Letter |; Nasdaq Letter I1; TIAA-
CREF Letter; GETCO Letter; BATS Letter; SIFMA Letter; SIFMA February 2012
Letter; CBOE Letter; Direct Edge Letter; Angel Letter; IAG Letter; Managed Funds
Association Letter; Mansfield Letter; Marketcore Letter; Kumaraguru Letter; Ameritrade
Letter; FINRA Letter; Wells Fargo Letter; Noetic Partners Letters, Knight Letter; FIF
Letter; FIF Letter I1; Albany Letter; Endace Letter; Ross Letter; FINRA Proposal Letter;
Schumer Letter; FIA Letter; STA Letter; Van Bokkelen Letter.

12 See Belanger Letters; SIFMA Drop Copy Letter; Wachtel Letter; High Speed L etter
(recommending next steps in the development of the consolidated audit trail).

13 See BondMart Letter; Leuchtkafter Letter.

14 See Broadridge Letter; FIX Letter; Know More Letter; Aditat Letter; iSys Letter;
Kaufman Letter; Berkeley Letter.

B See Scottrade Letter, p. 1; ICI Letter, p. 4-6; FINRA/NY SE Euronext Letter, p. 4;
GETCO Letter, p. 2; BATS Letter, p. 1-2; SIFMA Letter, p. 3-8; SIFMA February 2012
Letter, p. 1; CBOE Letter, p. 4-5; Direct Edge Letter, p. 3; FINRA Letter, p. 10-13; Wells
Fargo Letter, p. 3; Knight Letter, p. 2-3; Leuchtkafer Letter; Broadridge Letter, p. 3; FIF
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the use of unique order identifiers and unique customer identifiers;'® and (3) the burden and costs
associated with the proposal.'” In addition, a number of commenters offered alternative
approaches and made suggestions regarding the creation, implementation, and maintenance of
the consolidated audit trail.*®

In consideration of the views expressed, suggestions for alternatives, and other
information provided by those commenting on the proposed Rule, the Commission is adopting
Rule 613 with significant modifications to the proposed requirements for the NM S plan
submitted to the Commission for its consideration. In certain instances these modifications alter
the data and collection requirements of the proposed Rule. In other instances, the adopted Rule
has been altered to be less prescriptive, and hence less limiting, in the means SROs may use to

meet certain requirements. Some of the more significant changes are as follows:

Letter, p. 4; SIFMA Drop Copy Letter, p. 1; Ross Letter, p. 1; FINRA Proposal Letter, p.
3; FIA Letter, p. 1-2.

16 See Ameritrade Letter, p. 3; Kumaraguru Letter, p. 1; FINRA Proposal Letter, p. 6-8, 13
and Appendix A.; Angel Letter, p. 2-3; Managed Funds Association Letter, p. 2; SIFMA
Letter, p. 11-12, 14; SIFMA Drop Copy Letter, p. 2; Liquidnet Letter p. 6-7; FINRA
Letter, p. 4, 7-9; CBOE Letter, p. 2; Knight Letter, p. 2; Scottrade Letter, p. 1,
DirectEdge Letter, p. 3; FIF Letter, p. 2-3, 6-7; FIF Letter 11, p. 2; BOX Letter, p. 2;
Wells Fargo Letter, p. 3; Ross Letter, p. 1; ICI Letter, p. 3; Thomson Reuters Letter, p. 3;
Endace Letter, p. 1-2; GETCO Letter, p. 4.

o See Thomson Reuters Letter, p. 2; Liquidnet Letter, p. 1; CBOE Letter, p. 2, 4-5; Nasdaq
Letter I, p. 2; Angel Letter, p. 1-2; IAG Letter, p. 3.; Kaufman Letter, attachment p. 3;
Wells Fargo Letter, p. 3-4; Noetic Partners Letter, p. 2; Leuchtkafer Letter, p. 1-5;
Broadridge Letter, p. 3; FINRA Proposal Letter, p. 2-3.; High Speed Letter, p. 1;
Belanger Letter, p. 7-8; Correlix Letter, p. 2.; FTEN Letter, p. 13; SIFMA Letter, p.1-8,
15-16; FINRA/NY SE Euronext Letter, p 4, 7; FINRA Letter, p. 3, 10-13; Scottrade
Letter, p. 1; ICI Letter, p. 4-6; GETCO Letter, p. 2; BATS Letter, p. 1-2; Direct Edge
Letter, p. 3; Knight Letter, p. 2-3; Leuchtkafer Letter; Broadridge Letter, p. 3; FIF Letter,
p. 4; SIFMA Drop Copy Letter, p. 1; Ross Letter, p. 1; SIFMA February 2012 Letter;
FIA Letter, p. 1-2; Noetic Partners Letter 11, p. 2; High Speed Letter, p. 1.

18 See FINRA Proposal Letter; Angel Letter, p. 3; BOX Letter, p. 2; BATS Letter, p. 2;
CBOE Letter, p. 2-3; SIFMA Letter, p. 16-18; Wells Fargo Letter, p. 2; Knight Letter, p.
3; FIF Letter, p. 5-6; Schumer Letter, p. 1; FIF Letter, p. 1-3; FINRA Letter, p. 3, 6;
FINRA/NY SE Euronext Letter, p. 8, 14; SIFMA Drop Copy Letter.
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Replacing Real-Time Reporting with a Reguirement to Report Data by 8:00 AM of the

Next Trading Day. The adopted Rule no longer requires that the NM S plan provide for

the reporting of order event data™ to the central repository in real time; rather, it provides
that the NM S plan must require the reporting of order event data to the central repository
by 8:00 am. Eastern Time on the trading day following the day such information has
been recorded by the SRO or the member.?® The NMS plan may accommodate voluntary
submissions of order event data prior to 8:00 a.m. on the following trading day, but it
may not mandate a reporting deadline prior to 8:00 am.

Providing More Flexibility to Determine the Format of Data Reported to the Central

Repository. The proposed Rule mandated that the NM S plan require the SROs and their
members to collect and provide to the central repository the required order and event
information in auniform electronic format. The adopted Rule instead allows the SROs to

determine the details of how market participants would transmit data to the central

19

20

Asused herein, the term “order event data’ is used to refer to the information reported
pursuant to Rule 613(c)(3) and identified in Rule 613(c)(7)(i) through (v), generally
including: (1) the Customer-1D(s) for each customer, including the person giving a
modification or cancellation instruction; (2) the CAT-Order-1D; (3) the CAT-Reporter-1D
of the broker-dealer, national securities exchange, or national securities association
receiving, originating, routing, modifying, cancelling or executing an order, and to which
an order is being routed; (4) the identity and nature of the department or desk to which an
order isrouted, if routed internally at the broker-dealer; (5) the date an order was
received, originated, routed, modified, cancelled, or executed; (6) the time an order was
received, originated, routed, modified, cancelled, or executed; (7) material terms of an
order and any changes of such terms, if modified; (8) the price and remaining size of an
order, if modified; (9) execution capacity (principal, agency, riskless principal); (10)
execution price and size; and (11) whether the execution was reported pursuant to an
effective transaction reporting plan or the Plan for Reporting of Consolidated Options
Last Sale Reports and Quotation Information (“OPRA™). See Section 111.B.1.d., infra.
Information reported pursuant to Rule 613(c)(4) and identified in Rule 613(c)(7)(vi)
through (viii) isreferred to as * supplemental data.”

See Rule 613(c)(3); Sections11.A., 111.B.1.e., infra.
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repository (which might include multiple electronic formats, rather than a uniform
electronic format), subject to a more general requirement that data must be transmitted in
amanner that ultimately allows the central repository to make this data available to
regulatorsin a uniform electronic format.”*

Eliminating the Reguirement to Report Orders with a Unique Order Identifier. The

proposed Rule mandated that each order reported to the central repository be tagged with
aunique identifier that is the same throughout the order’ s entire lifecycle. In the adopted
Rule, this requirement is replaced with amore general requirement that once all order
events are transmitted to the central repository, the repository must be able to efficiently
and accurately link together all lifecycle eventsfor the same order, and make available to
regulators this linked order data.*

Extending the Compliance Period for Small Broker-Dealers. Under the adopted Rule, the

NMS plan may provide that small broker-dealers be allowed up to three years, rather than
two years as proposed, from the effectiveness of the NM S plan to provide the required
data to the consolidated audit trail. %

In addition to the above modifications, the Commission has also added a number of new

requirements to the adopted Rule in response to general concerns expressed by commenters

regarding the process for the development and implementation of the NM S plan. Some of the

more significant of these additions are as follows:

Considering and Explaining Choices and Available Alternatives. The adopted Rule

requires that the NM S plan describe and discuss any reasonable alternative approachesto

21

22

23

See Rule 613(c)(2); Sections111.B.1.f., [11.B.2., infra.
See Rule 613(j)(1); Section 111.B.1.d.iv., infra.
See Rule 613(a)(3)(vi); Section I11.B.1.c., infra.

11



the creation of the consolidated audit trail that were considered by the SROs and why the
approach set forth by the NM S plan was selected.*

Planning for Future System Efficiencies. The adopted Rule requires that the NM S plan

provide a plan to eliminate existing rules and systems (or components thereof) that are
rendered duplicative by the consolidated audit trail, including identification of such rules
and systems (or components thereof). Further, to the extent that any existing rules or
systems related to monitoring quotes, orders, and executions provide information that is
not rendered duplicative by the consolidated audit trail, such plan must also include an
analysis of (1) whether the collection of such information remains appropriate, (2) if still
appropriate, whether such information should continue to be separately collected or
should instead be incorporated into the consolidated audit trail, and (3) if no longer
appropriate, how the collection of such information could be efficiently terminated.
Finally, such plan must also discuss the steps the plan sponsors propose to take to seek
Commission approval for the elimination of such rules and systems (or components
thereof); and a timetable for such elimination, including a description of how the plan
sponsors propose to phase in the consolidated audit trail and phase out such existing rules
and systems (or components thereof).?

Considering Input. The adopted Rule requires the NM S plan to address the process by

which the plan sponsors solicited views of their members and other appropriate parties
regarding the creation, implementation, and maintenance of the consolidated audit trail,

provide a summary of the views of such members and other parties, and describe how the

24

25

See Rule 613(a)(1)(xii); Section I11.C.2.a, infra.
See Rule 613(a)(1)(ix); Section I11.C.2.a., infra.
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plan sponsors took such views into account in preparing the NMS plan.®® In addition, the
adopted Rule also requires the NM S plan to provide for the establishment of an Advisory
Committee whose function will be to advise the plan sponsors on the implementation,
operation, and administration of the central repository.”’

Periodic Reviews of the Consolidated Audit Trail. To help assure the Commission that

as financial markets evolve and new technol ogies emerge, the consolidated audit trail
remains a useful regulatory tool, the adopted Rule mandates that the NM S plan must
require the central repository’s Chief Compliance Officer to regularly review the
operations of the consolidated audit trail, and, in light of market and technological

devel opments, make appropriate recommendations for enhancementsto the consolidated
| '28

audit trai

The Commission has also added certain requirements to the adopted Rule in response to

specific concerns expressed by commenters with respect to the use of consolidated audit trail

data. Some of the more significant of these additions are as follows:

Enhancing Security and Privacy Requirements. Commenters have expressed concerns

regarding the risk of failing to maintain appropriate controls over the privacy and security
of consolidated audit trail data. Accordingly, the adopted Rule requires the NM S plan to
include additional policies and procedures that are designed to ensure the rigorous

protection of confidential information collected by the central repository.?

26

27

28

29

See Rule 613(a)(1)(xi).

See Rule 613(b)(7). For afurther discussion of the composition of the Advisory
Committee, see Section 111.B.3.b., infra.

See Section I11.B.2., infra.
See Rule 613(e)(4).
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e Addressing and Limiting Errors. Commenters have also expressed concerns about the

potential for errorsin the consolidated audit trail; the adopted Rule requires the SROs to

provide in their NM S plan detailed information regarding anticipated error rates as well

as the plan’s proposed error correction process.®

The Commission generally believes that the collective effect of the modifications and
additions described above will be to significantly expand the set of solutions that could be
considered by the SROs for creating, implementing, and maintaining a consolidated audit trail
and to provide the SROs with increased flexibility in how they choose to meet the requirements
of the adopted Rule, relative to the alternatives that would have been available under the
requirements of the proposed Rule. The Commission further believes that these changes address
or mitigate the principal concerns raised by commenters — including concerns regarding the
extent and cost of the systems changes required by the SROs and their members —while
continuing to enable the SROs and the Commission to achieve significant benefits from the
consolidated audit trail.** Each of the modifications and additions noted above is described and
explained in detail in part 111 below.

Given these changes and the wide array of commenters' views on how to best create,
implement, and maintain a consolidated audit trail, the Commission expects that the SROs will
seriously consider various options as they develop the NM S plan to be submitted to the

Commission for its consideration.® Indeed, some commenters recognized that a consolidated

%0 See Rule 613(€)(6); Section I11.B.2., infra

3 See Section [1.A., infra, for a discussion of the objectives of the consolidated audit trail.

3 See, e.q., FINRA Letter, p. 14 (advocating that SROs build off existing audit trails to
develop a consolidated audit trail) and Nasdaq Letter I, p. 11-12 (arguing against building
off existing audit trail systems and supporting the development of new system to
establish a consolidated audit trail).
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audit trail could be created, implemented, and maintained in a number of ways, and thus
recommended that the Commission replace the specific systems requirements of the proposed
Rule with more general “end-user” requirements, perform an analysis of how existing audit trail
systems do and do not meet the needs of regulators, and perhaps even engage in aformal
request-for-proposal (“RFP") process.®®

In light of the expanded solution set that should be available under the changes described
above and commenter views on the NM S plan devel opment process, the adopted Rule now
requires the SROs to provide much more information and analysis to the Commission as part of
their NM S plan submission. These requirements have been incorporated into the adopted Rule
as“considerations’ that the SROs must address, and generally mandate that the NM S plan
discuss: (1) the specific features and details of the NMS plan (e.q., how datawill be transmitted
to the central repository, when linked datawill be available to regulators); (2) the SROs analysis
of NMS plan costs and impact on competition, efficiency, and capital formation; (3) the process
followed by the SROs in developing the NM S plan (e.g., the requirement to solicit input from
members of the SROs and other appropriate parties); and (4) information about the
implementation plan and milestones for the creation of the consolidated audit trail.

These requirements are intended to ensure that the Commission and the public have
sufficiently detailed information to carefully consider all aspects of the NMS plan ultimately
submitted by the SROs, facilitating an analysis of how well the NMS plan would allow
regulators to effectively and efficiently carry out their responsibilities. To help €licit the most
appropriate information and analysis from the SROs in response to these requirements, the

Commission is furnishing further details about how it envisions regulators would use, access,

3 See Nasdaq Letter |, p. 12; FIF Letter |1, p. 2-3; STA Letter, p. 1-3; Direct Edge Letter, p.
2-3,5.
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and analyze consolidated audit trail data through a number of “use cases.” These use cases and
accompanying questions should help the SROs prepare an NM S plan that better addresses the
requirements of the adopted Rule, as well as aid the Commission and the public in gauging how
well the NMS plan will address the need for a consolidated audit trail .>*

Because the Commission believes the adopted Rule permits awider array of solutions to
be considered by the SROs than the proposed Rule did and because the Commission and the
public will be able to avail themselves of much more information and analysis in connection
with the NM S plan submission, the Commission is also making significant modifications to the
process by which it will consider the costs and benefits of the creation, implementation, and
maintenance of a consolidated audit trail, as well as the potential impacts on efficiency,
competition, and capital formation. In particular, the methodology that the Commission used in
the Proposing Release to estimate the costs of creating, implementing, and maintaining a
consolidated audit trail may be no longer suitable. As discussed in the Proposing Release, the
approximately $4 billion cost estimate for the creation and implementation of a consolidated
audit trail was primarily based on averages for the development from scratch of new, very large-
scale market systems.®*® However, the Commission’s rationale for this approach was predicated
on some of the specific technical requirements of the proposed Rule, especially those related to
the real-time collection and standard formatting of all data. As such, the approach assumed that
the consolidated audit trail would not be able to build on existing trade, order, and audit trail
systems. As noted above, these assumptions may no longer be valid since several of the specific

technical requirements underlying the Proposing Release’ s approach have been substantially

3 See Section 111.C.2.b., infra.

% The methodology in the Proposing Release assumed that the scope of the required

systems changes would be comparable to those made in connection with Regulation
NMS. See Proposing Release, supra note 4, at 32597, n. 352.
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modified. The Commission believes these changes would now permit awider array of solutions
to be considered by the SROs, including solutions that could capitalize on existing systems and
standards.*

In light of these changes, the Commission believes that the economic consequences of the
consolidated audit trail now will become apparent only over the course of the multi-step process
for developing and approving an NMS plan that will govern the creation, implementation, and
maintenance of a consolidated audit trail. In particular, the Commission believes that the costs
and benefits of creating a consolidated audit trail, and the consideration of specific costs as
related to specific benefits, is more appropriately analyzed once the SROs narrow the expanded
array of choicesthey have under the adopted Rule and develop adetailed NMSplan. The
Commission therefore is focusing its economic analysis in this Release on the actions the SROs
are required to take upon approval of the adopted Rule — specifically the requirement that the
SROs develop an NM S plan, utilizing their own resources and undertaking their own research,
that addresses the specific details, cost estimates, considerations, and other requirements of the
Rule*” A robust economic analysis of the next step — the actual creation and implementation of
aconsolidated audit trail itself — requires information on the plan’s detailed features (and their
associated cost estimates) that will not be known until the SROs submit their NM S plan to the
Commission for its consideration. Accordingly, the Commission is deferring this analysis until
such time as it may approve any NMS plan —that is, after the NM S plan, together with its
detailed information and analysis, has been submitted by the SROs and there has been an

opportunity for public comment.

% See, e.q, FINRA Letter, p. 14; SIFMA Letter, p. 16-18.
37 See Rule 613(a)(1).
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To that end, the adopted Rule requires that the SROs:. (1) provide an estimate of the costs
associated with creating, implementing, and maintaining the consolidated audit trail under the
terms of the NM S plan submitted to the Commission for its consideration; (2) discuss the costs,
benefits, and rationale for the choices made in developing the NM S plan submitted; and (3)
provide their own analysis of the submitted NM S plan’s potential impact on competition,
efficiency and capital formation. The Commission believes that these estimates and analyses
will help inform public comment regarding the NM S plan and will help inform the Commission
asit evaluates whether to approve the NMS plan. In thisway, the Commission can develop
estimates of the costs for the creation, implementation, and maintenance of the consolidated
audit trail that benefit from cost data and information provided by the SROs.

The Commission notes that this approach is suited for the multi-step nature of the
particular process for developing and approving an NMS plan that will govern the creation,
implementation, and maintenance of a consolidated audit trail. Further, because the Commission
isdeferring itsfinal analysis of the consolidated audit trail until after a detailed NM S plan has
been submitted to the Commission for its consideration and the public has had an opportunity to
comment, the adopted Rule has been modified to include a mandate that in determining whether
to approve the NMS plan and whether the NM S plan isin the public interest, the Commission
must consider the impact of the NM S plan on efficiency, competition, and capital formation of
creating, implementing, and maintaining the NMS plan.®® The Commission also will consider
the costs and benefits of the creation, implementation, and maintenance of the consolidated audit
trail pursuant to the details proposed in the NM S plan submitted to the Commission for its

consideration.

38 See Rule 613(3)(5).
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Asaresult of the new requirements for SROs to provide additional information about
costs and a number of other aspects of the NM S plan they submit, the Commission is extending
the timeframe for the submission of the NM S plan from 90 days from the date of approval of
Rule 613 to 270 days from the date of publication of the adopting release for Rule 613

(“Adopting Release”) in the Federal Register. The Commission also is altering the timeframe

within which SROs must submit proposed rule changes to require their members to comply with
the requirements of the Rule and the NM'S plan approved by the Commission® and the deadline
for submitting the document required by Rule 613(i) regarding the possible expansion of the
scope of the NMS plan.®°
. Introduction

A. Need for, and Objectives of, a Consolidated Audit Trail

The Commission believes that the Rule adopted today is an appropriate step in the
creation of a consolidated audit trail which, when implemented, should substantially enhance the
ability of the SROs and the Commission to oversee today’ s securities markets and fulfill their
responsibilities under the federal securitieslaws. Rule 613 requires the submission of an NMS
plan to create, implement, and maintain the first comprehensive audit trail for the U.S. securities
markets, which will allow for the prompt and accurate recording of material information about
all ordersin NMS securities, including the identity of customers, as these orders are generated

and then routed throughout the U.S. markets until execution, cancellation, or modification. This

% The proposed Rule would have required SROs to submit such proposed rule changes on

or before from 120 days from approval of the Rule. Because the adopted Rule permits
the SROs up to 270 days from the date of publication of the Adopting Release in the
Federal Register to submit NM S plans, the Commission believes that the more
appropriate deadline for SROs to submit rule changesis 60 days from the date the
Commission approves an NM S plan.

40 Specifically, the adopted Rule provides SROs six months, instead of two months, after
effectiveness of the NM S plan to submit this document to the Commission.
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information will be consolidated and made readily available to regulatorsin a uniform electronic
format.

This section reviews the current status and limitations of existing, discrete audit trails and
discusses how a consolidated audit trail could address those limitations and improve the ability
of the SROs and the Commission to perform their regulatory functions. To perform thisreview,
the Commission is, in part, drawing upon its own experiences in using existing audit trails to
carry out its regulatory duties.** The Commission also is relying on information provided to the
Commission from other regulators who use existing audit trail systems, broker-dealers and
organizations representing industry participants, and those with expertise in data management
and technology solutions that may be applicable to the adopted requirements.

1. Use and Limitations of Current Sourcesof Trading Data

It has become increasingly challenging for SROs and the Commission to oversee the U.S.
securities markets across the multitude of trading venues, given the huge volume of orders and
trades that are generated, routed, transformed, and then re-routed across dozens of venues every
day. Among the challengesisthe fact that there is no single, comprehensive audit trail available
to regulators.*? At present, the SROs and the Commission must use a variety of data sources,
including EBS,* equity cleared reports,* and SRO audit trail datato help fulfill their regulatory
obligations. Asaresult, among other issues, regulatory authorities face many challengesin
obtaining, reconciling, and making effective use of even the limited order and execution data that

is available, thereby hindering the conduct of market surveillance, investigation and enforcement

4 See Proposing Release, supra note 4, at 32558-61.

42 See FINRA/NY SE Euronext Letter, p. 1-3; Nasdaq Letter I, p. 1-5.
Seenote 1, supra; Proposing Release, supra note 4, at 32557-58.
See note 2, supra.
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activities, and market reconstructions and analyses.*®

The ultimate effectiveness of core SRO and Commission regulatory efforts depends on
the following four qualities of trade and order (collectively “market”) data:

e Accuracy. Isthedataabout a particular order or trade correct?

e Completeness. Doesthe data represent all market activity of interest, or just a
subset? |sthe data sufficiently detailed to provide the required information?

e Accessibility. How isthe data stored? How practical isit to assemble, aggregate,
reconcile, and process the data? Can all appropriate regulators acquire the data
they need?

e Timeliness. When isthe data available to regulators? How long will it take to
process before it can be used for regulatory analyses?

SROs generally use market datain the form of audit trails to identify potential
misconduct in the markets they oversee, including attempts to manipulate market quotations,
inflate trading or order volume artificially, or profit from non-public information. When these
surveillance efforts identify suspicious trading activity, SROs have aresponsibility to open
investigations in which they assemble and review additional market data to assess the nature and
scope of the potential misconduct. When an SRO detects persistent problemsin the market it

oversees, it may write new rulesfor its members to address the problems. To inform these

° The term “market reconstruction” is used to refer to the efforts by SRO and Commission

staff to collect and process detailed trade and order data, often from multiple and varied
data sources (e.q., market participants, trading venues, and other SROs) to recreate the
sequence of events and market conditions that existed over agiven period of time. A
recent example of this occurred following the “Flash Crash” of May 6, 2010, with the
market reconstruction analysis undertaken by Commission and the Commaodity Futures
Trading Commission (“CFTC”) staff, which can be found in the “ Findings Regarding the
Market Events of May 6, 2010: Report of the Staffs of the CFTC and the SEC to the Joint
Advisory Commission Emerging Regulatory Issues.” See
http://www.sec.gov/news/studies/2010/marketevents-report.pdf.
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rulemaking efforts, SROs frequently gather and analyze significant amounts of market data. The
effectiveness of such effortsis largely determined by the qualities of the data available.*®

The qualities of such market data are also primary determinants of the Commission’s
ability to fulfill its statutory mission. The Commission uses market datain most of its
investigations of potential securities law violations. In many of these investigations, market data
anaysis frames the issues for investigation and is a primary means of identifying relationships
between individuals and entities whose activities may threaten the integrity of the securities
markets or create substantial and unnecessary investor losses. The Commission also uses audit
trails and other sources of market datato: (1) inform its priorities for examinations of broker-
deders, investment advisers and SROs; (2) supplement the data and information it collects
during those examinations; and (3) determine the nature and scope of any potential misconduct
the examinations identify. The Commission also relies heavily on market data to identify
patterns of trading and order activity that pose risks to the securities markets and to inform
regulatory initiatives, aswell asto perform market reconstructions. In addition, the Commission
relies on market data to improve its understanding of how markets operate and evolve, including
with respect to the development of new trading practices, the reconstruction of atypical or novel
market events, and the implications of new markets or market rules. Asisthe case for the SROs,
the effectiveness of such efforts by the Commission islargely determined by the qualities of the

data available.’

4 The Commission recognizes that the accuracy of the data available may also be subject to

occasional errors, including errors caused by rare and unexpected events.

ad The effectiveness of such efforts with respect to cross-market activities within the

Commission’ s jurisdiction depends on the qualities of data from multiple sources, such as
separate SRO audit trails used for equities and equity options. See Section 11.A.1.c.,
infra. This dependency also exists with respect to market activities that involve other
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As described in the following sections, each of the present sources of market data

available to regulators suffers from deficiencies limiting its effective use.
a. The EBS System

The EBS system is currently the only available source of data that allows regulators to
obtain the identity of customers of broker-dealers who have executed trades. The SROs and the
Commission have depended on this system for decades to request trading records from broker-
deders. The EBS system, supplemented by the requirements of Rule 17a-25 under the Exchange
Act,*® is generally used by SRO and Commission staff to assist in the investigation of possible
securities law violations, typically involving insider trading and market manipulations.* In its
electronic format, the EBS system provides certain detailed execution information, upon request
by SRO or Commission staff, for specific securities during specified timeframes. However, EBS
data, which is currently sourced from the so-called back-office records of clearing brokers, are
limited to executed trades and do not contain information on orders or quotes (and thus no
information on routes, modifications, and cancellations). Also, in frequent cases where brokers
utilize average-price accounts to execute and aggregate multiple trades for one or more

customers, the details of each individual trade execution are typically lost when reported through

products outside the Commission’ s jurisdiction, such as futures and certain swaps. See
note 239, infra.

8 17 CFR 240.17a-25. Rule 17a-25 codified the requirement that broker-dealers submit to
the Commission, upon request, information on their customer and proprietary securities
transactions in an electronic format. The rule requires submission of the same standard
customer and proprietary transaction information that SROs request through the EBS
system in connection with their market surveillance and enforcement inquiries.

49 See Rule 17a-25; supra note 1, and accompanying text.
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the EBS system because it is only the average aggregate price and volume of a series of executed
trades that are transmitted to the clearing systems for processing.™

Furthermore, the EBS data currently includes only the dates, but not the times, of each
trade execution (regardless of whether or not the trade represents an average-price series of
executions).”® Since there could be many broker-dealers trading a given security on a given day
of interest, to reconstruct trading on the market for one security on one day could involve many,
perhaps hundreds, of EBS requests. Consequently, EBS data, alone, are not generally useful for
price or short sale manipulations analysis, order flow analysis, depth-of-book analysis, or any
large-scale market reconstructions in which the timing of eventsis required to build a useful
picture of the market.*

In addition, though the EBS system provides the names associated with each account in
which atrade has been placed, these names are based on the separate records of each broker-
deder providing datato the EBS system, and the same party may be identified by a different
name across multiple broker-dealers. Experience of staff at the Commission has shown™ that it
isdifficult to perform cross-broker customer analysis of trading since the same customer may be

known by different names depending on the account and broker-deal er through which it traded.

% SeeFIF Letter I, p. 3; SIFMA Letter, p. 18-19.

51 As adopted, Rule 13h-1 requires certain broker-dealers to capture and report through EBS

the time of execution for any trade involving alarge trader and a Commission-issued
large trader identifier that identifies the large trader. See Large Trader Release and Large
Trader Extension, supra note 1.

A 1990 Senate Report acknowledged the immense value of the EBS system, but noted
that “it is designed for use in more narrowly focused enforcement investigations that
generally relate to trading in individual securities. It isnot designed for use for multiple
inquiries that are essential for trading reconstruction purposes.” See S. Rep. No. 300,
101st Cong., 2d Sess. 2-5 (1990), at 48.

See, generally, Sections|l.A.1. and I1.A.2., infra.

52
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The EBS system aso typically requires SRO and Commission staff needing EBS data to
request the information from each broker-dealer, and compl ete responses from each broker-
dealer may take days or weeks depending upon the scope of the request. Asaresult of these
various limitations, the EBS system is generally only used by regulators in narrowly-focused
enforcement investigations that generally involve trading in particular securities on particular
dates or with specific broker-dealers.

b. Equity Cleared Reports

In addition to the EBS system and Rule 17a-25, the SROs and the Commission also rely
upon the NSCC** equity cleared report for initial regulatory inquiries.> This report is generated
on adaily basis by the SROs, is provided to the NSCC, and shows the number of trades and daily
volume of al equity securities in which transactions took place, sorted by clearing member. The
information provided is end-of-day data and is searchable by security name and CUSIP
number.>® Thisinformation is also provided to the Commission upon request. Since the
information made available on the report is limited to the date, the clearing firm, and the number
of transactions cleared by each clearing firm, its use for regulatory purposesis quite limited --
equity cleared reports basically serve as a starting point for certain types of investigations,
providing atool the Commission can use to narrow down the clearing firms to contact

concerning transactions in a certain security.

See note 2, supra, and accompanying text.

> The Commission also uses the Options Cleared Report, with data supplied by the Options

Clearing Corporation (“OCC”"), for analysis of trading in listed options. The OCC isan
equity derivatives clearing organization that is registered as a clearing agency under
Section 17A, 15 U.S.C. 78g-1, of the Exchange Act, and operates under the jurisdiction
of both the Commission and the CFTC.

A CUSIP number is a unique alphanumeric identifier assigned to a security and is used to
facilitate the clearance and settlement of trades in the security.

56
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C. SRO Audit Trails

In addition to EBS data and equity cleared reports, the SROs and the Commission rely on

data collected through individual SRO audit trails. Most SROs maintain their own specific audit

trails applicable to their members. For example, the National Association of Securities Dealers

(“NASD”)* established its Order Audit Trail System (“OATS")® in 1996, which required

NASD (n/k/aFINRA) members to report certain trade and order data on Nasdag-listed equity

securities. OATS was later expanded to include OTC equity securities. Similarly, the NY SE

implemented its Order Tracking System (“OTS’)*® in 1999 under which its members were

required to report certain trade and order dataon NY SE-listed securities. Beginning in 2000,

severa of the current options exchanges implemented the Consolidated Options Audit Trail

57
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In 2007, NASD and the member-related functions of NY SE Regulation, Inc., the
regulatory subsidiary of New Y ork Stock Exchange LLC (*NY SE”), were consolidated.
As part of thisregulatory consolidation, the NASD changed its nameto FINRA. See
Securities Exchange Act Release No. 56146 (July 26, 2007), 72 FR 42190 (August 1,
2007). FINRA and the National Futures Association (“NFA”) are currently the only
national securities associations registered with the Commission; however, the NFA has a
limited purpose registration with the Commission under Section 15A (k) of the Exchange
Act, 15 U.S.C. 780-3(k). See also Securities Exchange Act Release No. 44823
(September 20, 2001), 66 FR 49439 (September 27, 2001).

See In the Matter of National Association of Securities Dealers, Inc., Order Instituting
Public Proceedings Pursuant to Section 19(h)(1) of the Securities Exchange Act of 1934,
Making Findings and Imposing Remedia Sanctions, Exchange Act Release No. 37538
(August 8, 1996), Administrative Proceeding File No. 3-9056 and Report Pursuant to
Section 21(a) of the Securities Exchange Act of 1934 Regarding the NASD and The
Nasdag Stock Market LLC (“Nasdaq”). See also Securities Exchange Act Release No.
39729 (March 6, 1998), 63 FR 12559 (March 13, 1998) (order approving proposed rules
comprising OATYS) (“OATS Approva Order”).

See Securities Exchange Act Release No. 47689 (April 17, 2003), 68 FR 20200 (April
24, 2003) (order approving proposed rule change by NY SE relating to order tracking)
(“OTS Approval Order”).
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System (“COATS").% In addition, many of the exchanges have created their own audit trails to
assist in surveillance activities.

Recently, FINRA expanded its OATS requirements from covering only Nasdag-listed
and OTC equity securities to covering all NMS stocks.** To avoid duplicative reporting
requirements, the NYSE, NY SE Amex LLC (n/k/a“NYSE MKT LLC”) (“NYSE Amex”), and
NY SE ARCA, Inc. (“NY SE Arca’) subsequently replaced their OTS audit trail requirements for
members who are a'so members of either FINRA or Nasdaq (and therefore subject to OATS
requirements) with rules that allow these members to satisfy their reporting obligations by
meeting the new OATS requirements.®

Although these devel opments with respect to the scope of FINRA’s OATS rules reduce
the number of audit trails with disparate requirements, they still do not result in a comprehensive
audit trail that provides regulators with accurate, complete, accessible, and timely data on the
overall markets for which regulators have oversight responsibilities. In particular, data collected
by FINRA pursuant to FINRA’s Rule 7400 series (“OATS data’) does not provide a complete

picture of the market because though OATS collects data from FINRA members with respect to

60 See In the Matter of Certain Activities of Options Exchanges, Administrative Proceeding
File No. 3-10282, Securities Exchange Act Release No. 43268 (September 11, 2000)
(Order Instituting Public Administrative Proceedings Pursuant to Section 19(h)(1) of the
Securities Exchange Act of 1934, Making Findings and Imposing Remedial Sanctions)
(“Options Settlement Order”). See, e.0., Securities Exchange Act Release No. 50996
(January 7, 2005), 70 FR 2436 (order approving proposed rule change by CBOE relating
to Phase V of COATY).

o1 See Securities Exchange Act Release No. 63311 (November 12, 2010), 75 FR 70757
(November 18, 2010) (SR-FINRA-2010-044) (order approving proposed rule change by
FINRA relating to the expansion of OATS to all NMS stocks).

62 See Securities Exchange Act Release Nos. 65523 (October 7, 2011), 76 FR 64154
(October 17, 2011) (SR-NY SE-2011-49); 65524 (October 7, 2011), 76 FR 64151
(October 17, 2011) (SR-NY SEAmex-2011-74); 65544 (October 12, 2011), 76 FR 64406
(October 18, 2011) (SR-NY SEArca-2011-69).
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orders and trades involving NM S stocks, OATS does not include trade or order activity that

occurs on exchanges, or at broker-dealers that are not FINRA or Nasdag members. Nor does

OATS include exchange quotes, principal orders submitted by FINRA members registered as

market makers, or options data.®® In performing its own regulatory oversight of the markets,

FINRA has chosen to create an internal process in which it augments the data it collectsvia

OATS with trade execution data from other exchanges with which it has aregulatory services

agreement. This process provides FINRA with awider view of the markets than that provided

63

See FINRA Rule 7410(j) (defining “Order” for purposes of OATS, to mean “any oral,
written, or electronic instruction to effect atransaction in an NM S stock or an OTC
equity security that is received by a member from another person for handling or
execution, or that is originated by a department of a member for execution by the same or
another member, other than any such instruction to effect a proprietary transaction
originated by atrading desk in the ordinary course of a member's market making
activities.” Additionally, Nasdag, Nasdag OMX BX, Inc. (“*BX") and Phlx equities
(“PSX”) members that are registered as market makersin a certain security are smilarly
exempted from recording OATS audit trail data for the security in which they are
registered to make a market. See Nasdag and BX Rules 6951(i); PSX Rule 3401(i).

The Commission notes that members of Nasdag, BX and PSX, that are not also members
of FINRA, are required by those exchanges to record the audit trail datarequired by
OATS; however, they are only required to report that data through OATS upon request
by their respective exchanges. See Nasdagq and BX Rules 6955(b); PSX Rule 3405(b).
Additionally, as of October 17, 2011, members of NY SE and NY SE Amex, who are not
also FINRA members, are required to record their trade and order activity. These non-
FINRA members are not required to report this data through OATS unless requested.

See NY SE and NY SE Amex Equities Rules 7450(b); see, e.q., Securities Exchange Act
Release Nos. 65523 (October 7, 2011), 76 FR 64154 (October 17, 2011); 65524 (October
7,2011), 76 FR 64151 (October 17, 2011); 65544 (October 12, 2011), 76 FR 64406
(October 18, 2011) ( notice of immediate effective of proposed rule change to adopt the
FINRA Rule 7400 series, the OATS rules, and making certain conforming changes to the
NY SE and NY SE Amex Equities rules). Members of NY SE Arca, who are not also
FINRA members, were required to record their trade and order activity as of March 31,
2012. See NY SE Arca Equities Rule 7450(b); see Securities Exchange Act Release No.
65544 (October 12, 2011), 76 FR 64406 (October 18, 2011) (notice of immediate
effective of proposed rule change to adopt the FINRA Rule 7400 series, the OATS rules,
and making certain conforming changesto the NY SE Arca Equities rules). See also
Securities Exchange Act 66094 (January 4, 2012), 77 FR 1545 (January 10, 2012) (notice
of immediate effectiveness to extend the implementation date of the NY SE Arca Equities
Rule 7400 Series, the OATS rules, for Equity Trading Permit Holders that are not FINRA
members from January 31, 2012 to March 31, 2012).
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by OATS alone, but linking datain this fashion does not yield fully accurate results.®* For these

reasons, the Commission believes that the augmented OATS data currently falls short of

providing an efficient source of data for analyzing cross-market activities, or tracking an order

through its entire cycle from generation through routing to execution, modification or

cancellation.

OATS data also suffers from alack of timeliness, partly as aresult of the problems with

the accuracy of the data as collected, and partly because of itslack of completeness. When

FINRA receives an end-of-day OATS file from a member, it takes an hour for FINRA to

acknowledge receipt of the report and approximately another 24 hours to determineif thereisa

syntax error® in the report.®® During thistime, FINRA performs over 152 validation checks on
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66

FINRA has represented to Commission staff that, as part of its own surveillance
activities, FINRA acquires some of this order handling system data from non-FINRA
members to supplement the data it receives from its members via OATS, but that
matching data across the audit trails yields varying levels of success and accuracy dueto
the disparate methods used by the different order handling systemsto collect and store
data. FINRA represented that, during the period from November 28, 2011 to February
24, 2012, approximately 2% of reportable OATS data related to exchange orders could
not be linked with matching exchange data. See Commission Staff Memorandum to File
No. S7-11-10 regarding telephone conversations with FINRA, dated April 17, 2012
(“Commission Staff Memorandum™). Also, since this process only involves acquiring
trade and order data from select sources, it still does not produce a compl ete record of all
market activity. The Commission notes that, when considering data covering atime
period of approximately 26 months, the percentage of reportable OATS data related to
exchange orders that could not be linked with matching exchange data remained at
approximately 2%. Id.

Common reasons given by FINRA for syntax rejections include: missing mandatory
fields, invalid fields, and invalid field combinations (e.g., aLimit Price without a Time in
Force Code). OATS will reject records as duplicates if more than one record is submitted
with the same Order Receiving Firm Market Participant Identifier, Order Received Date,
and Order Identifier or if more than one record contains all of the same information.
http://www.finra.org/I ndustry/Compliance/M arket Transparency/ OATS/FAQ/P085542
(last viewed on May 23, 2012).

See Commission Staff Memorandum, supra note 64. FINRA estimates that, from the
period November 28, 2011 to February 24, 2012 approximately 0.10% of the intra-firm
data reported daily by broker-dealers were rejected for errors. 1d. The Commission notes
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each order event reported to OATS. Thus, FINRA performs over 40 billion separate checks each
day to ensure OATS data conforms to all applicable specifications.®” Each of these checks can
result in OATS data submissions being rejected and generating an error message.® Asaresult
of these validation checks, ailmost 425,000 reports per day, on average, are rejected and must be
corrected.”® In addition to the 24 hours needed to identify errors within areport, it takes another
two business days to determine whether afile that is syntactically correct nevertheless contains
errorsin content related to internally-inconsistent information about processing, linking, and
routing orders. Once a member is advised of such errors, the member has up to five business
daysto re-submit a corrected file. However, error corrections are limited to only those that are
required to remedy internal inconsistencies within a given member’s submission. Cross-firm
inconsistencies in which, for example, one member reports routing an order to a second member,
but the second member does not report receiving or processing such an order, are identified as
unmatched or unlinkable data records, but neither firm corrects these types of reporting errors.
The net result yields an historical data record of market activity that contains a small but

permanent number of incorrect or irreconcilable trade and order events.”

that, when considering data covering atime period of approximately 26 months, the
percentage of the intra-firm data reported daily by broker-dealers rgected for errors was
more than double this amount. Id.

See FINRA Letter, p. 11. FINRA represented to Commission staff that many of the
validation errors result from problems encountered in translating order information from
broker-dealer formats into OATS format. See Commission Staff Memorandum, supra

67

note 64.
68 &
69 M

0 FINRA estimates that during the period from November 28, 2011 to February 24, 2012
approximately 0.5% of each day’ s reportable events remained unmatched (i.e., multi-firm
events, such as routes, that cannot be reconciled). See Commission Staff Memorandum,
supra note 64. When considering data covering atime period of approximately 26
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Given the time it takes to process each OATSfile, and the nature of the process in which
errors are detected, reported back to members, and then corrected, inter-firm surveillance by
FINRA typically does not begin until 5 business days after receipt of OATS data. In addition,
the final product of the FINRA processis available to FINRA, but is not stored in a market-wide
database or a central repository that is readily accessible to other regulators. Thisis because
SROs do not typically have access to the internal systems of another SRO, though they may
share some sources of underlying data.”*

Because the Commission does not have direct access to OATS data and other SRO audit
trails and because each SRO only has direct accessto its own audit trails, requests must be made
to the Intermarket Surveillance Group (“1SG")"? or SROs to conduct an analysis on order data. It
can take days or weeks, depending on the scope of the information requested, to receive
responses to requests. Once the responses to its requests for information are received, the
Commission, or any SRO undertaking the same task, must commit a significant amount of time
and resources to process and cross-link the data from the various formats used by different SROs
before it can be analyzed and used for regulatory purposes. Whether or not this processis
successful depends on the accuracy, completeness, and format of the datareceived, aswell as
how readily datafrom different SROs can bereliably linked. For example, staff at the

Commission working on the analysis of the May 6, 2010 “Flash-Crash” found it was not possible

months, the percentage of each day’ s reportable events remaining unmatched was more
than double this amount. 1d.

& For example, FINRA has been given access to order audit trail information from certain

SROs pursuant to Regulatory Services Agreements.

2 ISG isan international group of exchanges, market centers, and regulators that perform

market surveillance in their respective jurisdictions. The organization provides aforum
for its members to share information and coordinate regulatory efforts to address
potential intermarket manipulation and trading abuses.
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to use the data from existing audit trails to accurately or comprehensively reconstruct exchange
and ATS equity limit order books for NM S securities as required to fully analyze the events of
that day.”

A further difficulty in using existing audit trails to conduct cross-market surveillanceis
the lack of consistency in both format and content among the various audit trails. Not all SROs
collect data using the OATS format. In addition, each options exchange maintains its own
COATS audit trail in adifferent format and includes different supplemental dataitemsin its
audit trail. These differences make it difficult and labor intensive for regulators to view options
trading activity across multiple markets, and the lack of any combined equity and options audit
trail is a significant impediment to regulators performing cross-product investigations and
analyses.

An additional shortcoming of existing SRO audit trailsis the lack of customer identifiers.
In general, existing SRO audit trails only identify the broker-dealer handling the order and not
the account holder or the person exercising investment discretion for the account holder, if
different. Thislimitation makes the process of identifying the customersinvolved in unusual
trading patterns or market events very difficult. Even determining whether or not an unusual
trading pattern existsis challenging if the data does not identify trades by a single customer at
multiple broker-dealers. Requests therefore must be made to one or more broker-dealers to
obtain information about the customer or customers behind an order. Multiple requests may be
necessary before the information is obtained. EBS data may have to be requested as a
supplement. A further challenge arisesin any type of customer-based cross-market analysis

because there is no standard convention for how customers are identified at different broker-

& See Section I1.A.2.b,, infra.
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deders — the same party directing trades across multiple venues, or through different broker-
dealers, can be known by many different names.

Not having customer information at the early stage of surveillance can also impair the
accuracy, and thus efficacy, of certain surveillances. The patterns that emerge when trade and
order activity is aggregated across all customers of a broker-dealer often exhibit characteristics
that can be quite different from the (initially) unobservable patterns of trade and order activity of
each individual customer at that broker-dealer. This could result in what are known as “false
positive signals,” in which market activities that initially are flagged as being potentially
manipulative by a surveillance system are later found not to be potentially manipulative once
more detailed customer data from the broker-dealer is requested and analyzed. In contrast,
potentially manipulative activities may be missed by a surveillance system that cannot identify
the customers behind each order or trade if those activities are otherwise obscured by non-
manipulative activities of other customers of the same broker-dealer such that the aggregate
patterns of trading do not appear potentially manipulative.

Given the various limitations described above, the Commission does not believe that
existing audit trails, with their current features, provide regulators with an efficient or adequate
method of monitoring and surveilling the market for NM 